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IT Infrastructure Audit Outline

1. Documentation

a. Network Map: Physical/Logical

b. Users, Groups, Shares

c. AUP, Employee Manual IT areas

i. Monitoring

ii. Use of equipment & resources

iii. Exit interview procedures (keys, passwords, etc.)

d. Hardware inventory

i. Warranty status

ii. Refresh cycle

e. Software platforms

f. Logins, passwords

i. Hardware

ii. Administrator

iii. Infrastructure

iv. Services

2. Backups

a. Generations/Cycle

b. Method

i. Image

ii. Full

iii. Differential

iv. Incremental

c. Offsite

i. Media security

ii. Log chart

d. Encryption

i. Key escrow

e. Skillset

f. Backup Operator Group members

g. Audits and testing cycle

h. Retention policy, media retirement/destruction policy

3. Disaster Recovery

a. Recovery Point Objective

b. Recovert Time Objective

c. Skillset

d. Hotsite requirements/Preparation

4. Security

a. Password Policies

b. Remote Access

i. Method: RDP, Terminal Services

ii. VPN

iii. Provisioning policies, authority

c. Encryption

i. Backups

ii. Laptops

d. Wireless Access

e. Physical access to key assets

f. Revocation plan

5. AntiVirus/AntiMalware

a. Vendor

b. Monitoring

6. E-Mail

a. AntiSpam

b. Delegation policies

c. Retention, Discovery, Search

d. Encryption

e. Oversight, Archive policies

7. Internet use

a. Outbound/Inbound Filtering

b. Firewall 

i. Opened ports and where serviced

ii. deny all rule?

c. Logging/Recording

d. Redundant/Failover access

8. Training

a. Staff

b. IT Staff

9. Intrusion Detection

a. Equipment

b. Testing cycle

c. Certification

10. Data Loss Prevention

a. Policies

b. Equipment/Vendor

11. Hardware

a. Monitoring

i. Failure

ii. Performance

iii. Logs

b. Physical access

c. Power

d. Firmware updates

12. Software

a. Application support

i. Support contracts or subscriptions

ii. Version management

b. Update Management

c. License management

d. Upgrade cycle

13. Mobile systems (Management and Configuration)

a. Laptops

b. Cell Phones (blackberry, iPhone)

c. Tablets (Ipads, Xoom, Playbook, etc)

14. Services provided by third parties (Cloud Services, Internet, etc.)

a. Contractors & Companies

i. Contacts

ii. Term

iii. Outsource IT management

1. Due diligence

2. Contract terms

b. SLA

i. Availability & uptime

ii. Data and/or services migration (lock-in potential)

iii. Compensation

iv. Jurisdiction

c. Encryption, keys, recovery

d. Data recovery policies

e. Notice requirements if data lost or breached

f. Certifications

g. Due Diligence with respect to their employees, site management, DR, history, incident response, Insurance coverages, etc.

15. Compliance requirements and certifications; Loss coverage

a. Penetration Testing

b. PCI/GLBA/HIPAA/SOX/FISMA

c. Insurance coverage; risk value

i. Policy terms

ii. Coverage amount

16. IT Personnel

a. Staff, After-hours contact information & availability

b. Management/reporting

c. Non-Disclosure/Confidentiality Agreement

d. Training & Certification (Security, Performance, Upgrades, Best Practices, etc.)

17. Telecom interface

a. Voice Mail

b. Faxes

18. Management support of IT

a. Mission

b. Budget: Equipment/software, services, staffing, resources, status

c. Overdue upgrades, training shortcomings, weaknesses

